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Agenda

 review progress of work for benefit of
new participants

e review actions from previous workshop
(16 March 2006)

« continue work on developing sets of
example measurements

 define actions and arrangements for next
workshops
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General Objectives of TWG

 What: To support the application of measurement
principles to technical management aspects of
dependable software-intensive systems -
development and operations

« How: by applying PSM and ISO/IEC 15939:2002

 How: by developing measurement guidance
materials in the dependability domain: by
harmonizing with information systems security
measurement work in relation to ISO/IEC 27004 and
the ISSEA Measurement Working Group and DHS
NCSD SW Assurance working groups

PSM 3 March 2006




Practical Software and Systems Measurement

Progress

« EXxisting outputs:
- Safety Measurement White Paper v3
- Security Measurement White Paper v3
Issued in January 06

- TWG meeting 16 March developed draft security ICM
Table

« Remaining required outputs:

- Security Measurement Guidance Documentation

- Measurement Specifications Initial examples March
06 (at PSM TWG) Final Set — September 06

- Security Measurement Training Package — 1 May
06

- Security Measurement Trials Report -- 1 Sept 06
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Outbrief, 16 March 2006 Workshop

* Progress
- Reviewed work to date
- ICM Table developed

e Actions
- Further review actions placed on
participants
« Upcoming Sessions
- 29-30 March 06 TWG, SSCI, Herndon, VA

- 9 May 06 TWG, SW Assurance Forum, BAH
Arlington

- 24-28 July 06 Users Group, Vail, CO
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Actions

PSM 6

Review Security White Paper, available
from www.psmsc.com

Review ICM Table (16 March version)

Develop a sample Measurement
Specification; document a measure you

use

March 2006



Practical Software and Systems Measurement

Specific Objectives of this
Workshop

 To continue to identify example
measurable concepts and measurements;
output table of prospective measures,
linked with information needs and
measurement types

 Draft measurement specifications for
selected measures

 Plans and actions in preparation for next
workshops
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Selected Measurements

to develop msmt specs ...
Select a development phase measure

e Faults: when detected in SDLC, when
resolved in SDLC, type category, link to
threat type (c.f. hazard tracking in safety)

Select an operations phase measure

 Logged security events: when detected,
when resolved, type category, threat type,
losses sustained
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Measurement Priorities

Consider the types of measurement
Identified in the White Paper (next slide).

What are the priority/ security-specific
measurements that we should include In

security measurement guidance?

Which measurements are not security-
specific and can be referenced in other

PSM guidance?
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Generic Measurement Types

* Product properties measured against
specifications/ objectives (e.g. CC component
performance compared with a protection profile)

e Activities measured against plan (e.g. work
progress)

* Activities measured against policy (e.g.
compliance with a security policy )

« Outcome measured against requirements and
expectation (e.g. losses from security events)

* Risk measured against tolerance (e.g. assessed
residual risk following mitigation)

* Assurance measured against tolerance (e.g.
degree to which a customer can assess
confidence in residual risk exposure)
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Outbrief

e Summary
e Actions
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