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F/A-18 Advanced Weapons Lab
Software Development Team
“Fleet Products Developed Utilizing
Measurement”

Claire Velicer & Sharon Juarez

F/A-18 Software Development Task
d KAVAZAIR
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8 What We Do
s e s o R B S = |

/ Smart Plane / Smart Bomb combinations are developed, and
wired together to test their real-world, real-time performance
- including full-scale, in-lab mock-ups prior to flying..
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AWL PRODUCTS

System Configuration Sets
— Additions to, and modifications of, nearly 12

million lines of software code

projects

Acquisition Products - stand alone RDT&E

Weapon Integrations
Fleet Response
— System problems and new, unpredicted threats

7 Foreign Military Sales customer
requirements

PSM Conference 3
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CORE CAPABILITIES

Test Support

Avionics / Sensors Facilities

Safety of Flight
Weapon System Integration

Electronic Warfare

Software Development
Claire Velicer

Mission Systems
Systems Analysis

Information Tech / Sys

Chief Engineer

Military Deputy

Project 1 &
Project 4 Block

Project 2/Project 3

Advanced Sys
Development

F/A-18 & EA-18G
IPT ORGANIZATION

IPT LEAD

Chief Financial Officer

Project 5 Block
Project 6 Block
SCS Release 1, Release 2

SCS Release 3, Release 4
SCS Release 5, Release 6

Weapons
Integration
FMS

Test and Evaluation

ILS

Process Improvement
Adv Systems
Trainers

CM /DM
PSM Conference 4
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ACQUISITION PRODUCTS

EA-18G

AESA

AMC

ANAV

Comms/IFF

Mission Planning

MIDS

IDECM & EW (V3, 50, 47)
Expand 4/5

SHARP/

Advanced FLIR

JHMCS

RAAF HUG Phase 2

EP Co-Development

AME

N a1




SWDTT Organization
Pea— C(;mpelency A(I(‘:g:oe)d Software Quality
(et @) Supervisors (SQA) Team

‘ ‘ Legacy Projects ‘ cqui%ition HOL FTrojec s SSS;;;E
Engineer
p{clim Technical . FMS Support (SQE)
Le;’s(m Project TL Project TL Lﬂir?‘%‘l.‘) Project TL Coordinator| | Staft
e I f {
MC Subsystem Subsystem - -
Team Lead susstL| | Tss( . Levcehrrs':;:t (Sgéml)aye Configuration Manager
STL oordinator i
S (STC) Engineer (TOE), Computer Support Coordinator
I SSEISTE (€0
Doc tation
Subsystem Software Technical Documentation
Engineers (SSE) Subsystem Test Coordinator (TDC)
Librarian
ET8) Project Management Project Analyst (PA)
Coordination Group (PMCG) Process Lead

Metrics Utilization Group (MUG)

Chair: TL Chair: TTL Process Support Group (PSG)
Members include: Members include: Chair: Process Lead
Legacy Project SSEs L » Members include:
HOL Project SSEs 2 STL i
ScM ToL T
PA ScM STL
Process Lead FMS Coordinator ToL
SQE PA scMm

Process Lead FMS Coordinator

csc PA

SQE csc

SQE

Open to all SWDTT members
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SWDTT Mission

* The F/A-18 Software Development Task Team
(SWDTT) will:

— Provide leadership and expertise in software
development and systems engineering to our
customers.

—Produce high quality and defect free
products that provide our customers
with expanded capabilities to
accomplish their missions.

— Provide challenging and meaningful work, while
promoting the personal and professional growth of
our workforce.

/ ﬁ ’
PSM Conference 6 .
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Requirements

leet

F
Utilization

Show
Approved STRs
System " Software Development Effort Stoppers
Changes ony
Pre SCRB Planning SCRE Hard Freeze/ Fleet Release
Funciona Alocatea Final SCRB Produc
Baselines A
sgj SoR H BRR Sor H
System y N H A 3 H
Reviews vy o or . 4 v FCA ? PCA
HE R H H PCA  Action lem
Subsystem i H b b . .
Reviews/Audits B B v \ v B n
Subsystem [N [ I I L I
Documentation H H SDP (P) SDP (F) DD (F) STD(F) VDD TR (P) CRISD TR(F) Revised
H H SRS (P) SRS EF) SDD Fi CSom Complete
' ' o0 () STP (F) FSM Documentation
o sop (7 st ) e Package
H H stp ) B
System H TRE)
o 4 — . . ¢ .
(Contractor) H SSDD(F) FRD/ P FID(P) FSMP  FRD FIA-18 Avionics Subsystem
e (sone TO®) SPP SsoD  Operaton or £ Arcral
H b () TREMAN
- m® Piot Brief Maintenance Briet
System H— 10 () Compatibiy Matr
L 1 L
Covanmony | o2y rer B oo Ay
SDpd SORF) DTP ITPE.
FOOTNOTES:  aE/F EMD PCA s tied 1o LRIP l;_SOR is Governments portion to FRD CDRL _; SOF s the conlractor deliverable tem as part ofthe FRD CDRL;  SDP is
NAWCWD's System Development Plan; TP is NAWCWD's Inegration Test Procedures document used with the MTP.
LEGEND: Evenis=  Formal Review= ’ Audit= () Baseline= A

A
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PROCESS

Product Quality

PRODUCTION

Software Development Plan (SDP)

st oy 70

S
it
e

Schedule

k93220000 8511 1809922 0 02 2 0 Cost, Schedule &

Lessons Learned

Estimate Worksheet

TR

<

R

<
\ g

o 1

D

Py
(@]

<
<

Develop Operational System
i Design
T T

System Segment Design Document (SSDD)

14

Product Review Product Product
SSDD, SDP Inspection Inspection
SRS, IDD, SDD IDD, SDD
- Proj PDR] . Proj CDR|

Defect:

PSM Conference 8
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Product
Inspection
Code

U

- Proj codel

Defect:




ask Name 2006 2007 2008 2009 2010 2011 2012
a1[a2[a3[ada[a1]az2[a3[a4 [a1[a2]az[ad[a]a2]ai[Q4 (a1 [az[a3 a4 [a1[a2 a3 [a4]Q1[a2]a3 a4
FISCAL YEARS
[FvO [ FYoo [ [ Fri |
Proj1 A
[t DeliveryTest
Proj 2 —
el |
Dewvelopment
Proj4 ver:
SIT

Proj 5 Pre-SCRB SCRB Developme: Var

Proj g Pre.SCRB SCF}B Development

Proj7 e

Proj 8

Proj g Development Vav

Proj 10

IT&E

i F;;O] 1 Development V&V

T — e

I
Legend L |
- Renm Design - Developrivent veﬂn:at-i Valllmin- ot
e e ™ T e o Tt

SCS REQUIREMENT
VOLATILITY

# Of Changes

180
O Tatal # Of Impact Statements
140 [ W # Of Approved Impact Statements
i
100 —

Praj A

FrojB ProjC

Froj D Proj E ProjF
5CS

B Total # Of impact Statements

m# Of Approved Impact
Statements

120

100

a0

Impact Statements

B0

40

Proj ¥

Proj 2
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&) Why Metrics Matter to Us

Project Management and Improvement
* Project Management
Understand where our projects are
Are we on schedule?
Are we on budget?
Is our productivity as planned?
What is our estimate to complete?
*  Why Improvement
— Better quality products to the fleet sooner
— More value for the $ to the warfighter
« How is our production process performing?
* Where are our major costs?
* Where are the escapes in our process?

« Where can we improve?
— If you can’'t measure it — how do you know you’ve made it better or not?

PSM Conference 11 ,M
| Aooroved for Public
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Level 5 Metrics Overview

Level 2 | [ Level 3 | [ Level 4

T T ¥

A 2
Software Project Software Project Software Project
Planning Software Project Planning Planning
Initial Plan based Planning
on “Best Guess™ N
I — Software Project
—— ﬁ
Software Project
Trac g and

Tracking and
Oversight

Subsequent Plans
based on data
collected in

SPT&O Oversight
—— Integrated Integrated
fware Software
J Integrated Management Management
Software

Software Project Management

Tracking and Metrics from All Peer Reviews
Oversiont s
combined and

Product size, and used for SPP, and
development

i to spot problems Software Software
(L RS in this project Product Product
metrics are . ! A !
collected and Engineering Engineering
compared to the L ——— 7
plan established in
sPP il Quantitative

" - " Process
. Peer Reviews Quantitative
Metrics collected Peer Reviews are Process (e
held, and Management

future SPP
activities.

performance/ Historical metrics
productivity are analyzed to set Software Quality
metrics are goals and Management
collected acceptable ranges

for productivity /

performance in —
l future projects Defect
o Prevention
_— e i £4 Metric and causal
TTL, TL, STL = : Software Quality analysis is done to
i v gineering 1al
A Management spot potential
i Defect metrics
MUG / PMCG el S Defect / problems and take
Requirement corrective action,
Reviews and " bef th
A s metrics are efore the
SSE, STE colloated analyzed to set problems can
goals and occur
acceptable ranges

for Software
g Quality in future

projects

§
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Repeatable Method of
Planning and Tracking

1023 n 528 T

| Activity Name

tem Design

Preliminary Design

Detailed Design

'system Design (83)

Preliminary Design (83) =
Detailed Design (B3) =¥
codercsc Test @3) H i

Test

vav

oTRR

¢ Planning: (o= Earned Value
— Archive and use historic data

Compare historic data to cost model

Developed procedure for:

Impact statement

Preliminary based on SLOCs

Final estimate based engineer looking

at SSDD g

 Tracking:

Test Cases

— WABS tracking earned value
— Close work package based on quality

PSM Conference 13 ,M
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Project Management
Metrics

Proj 1 MC OFP Estimated Size

Project DO Inspection Progress

7000

6000

5000

4000

WORDS

3000
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o
SDR (est) PDR (est) CDR (est)  TRR

Proj1 SAR STATUS Proj 1 cumulative Hours
— eLsscroner

160

130 50000

120 40000

iy 2 30000

a0 4

& 20000

a0 10000

2] o T

a 0010 gI00e K 0000 O BE00D

EEELELEE PR E L

@%&@"‘&@"‘ o P P P P BN RESISpEoREREGESSIRT

LAt o I 2330858502825 32782

/
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~=.  Project Management

Metrics

SWOTT Staffing

Project 1

| Hemized Reqirements List

e

ii ‘
- —UCL St {se)
PSM Conference 15
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Project Management
Metrics

Project 1 MC Hours Project 1 MC Hours Per Phase
Planned + 15%
—Planned - 15% 3000
12000
2500
10000
8000 2000
6000 1500
4000 1000 1
2000
500
0
LI I I PLLP DL P P> F P o
SIS S LS
S S S S S o S S Sys Concept/  Preliminary  Detailed Code Devéloper  Post BRR
B R e Design ign Design [CSCl Test

—— NAVAFAIR —
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Quantitative Project Management

Quantitative Process Management and Software Quality Management Goals

Goal Metric Collection °
Area
Performance Track SPI, CPI and explain and/or take corrective SPI, CPI MS Project / .
By SOR action for indices below .5 or above 2 Excel / Time
Tracker 3
.
Performance Track SPI, CPI and explain and/or take corrective SPI, CPI MS Project /
By Project action for indices below .75 or above 1.5 Excel / Time
Tracker 3
Defect Removal Track actual defect density against expected per Defect Density Inspection
life cycle phase, explaining or taking corrective (Defects found per Summary /
action on any inspections where the defect KSLOC or per 100 Excel
density exceeds the Upper Control Limit (UCL) pages)
calculated on historical data.
.
Re-inspect packages when Major Defect Density Defect Density Inspection
exceeds .02 defects/SLOC (20 defects/KSLOC) or logs
.2 defects/Page (20 defects/100 Pages)
Inspection Preparation Rate should be no greater Preparation Rate Inspection
than 200 SLOCs/hour or 20 pages/hour. (pages or SLOCs logs.
Terminate inspection if this has not been met per hour)

PSM Conference 17
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Set for each project

Recorded in the
Software Development
Plan

Monitored on a regular
basis
— Statused formally
once a month in
project status
report

Evaluated by Metrics
Utilization Group to
determine appropriate
thresholds

Examples

e Cumulative hours burned on a project was
below the threshold set in the goals

Action taken evaluate each

individual SOR and see

which ones were on/off plan
« Change in requirements?

» System not maturing?

* Impacts approved to
program?

Re-plan where necessary

» Update estimates for
affected SORs

« Adjust cost and schedule

50000

Project 2 Cumulative Hours

Planned

— Actual Hours by Month
—— Upper Range Limit
—— Lower Range Limit

Hours by Month

40000

30000

Hours

20000 +
10000 -

PSM Conference 18
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Examples
Staffing Issues

— Can work be re-scoped?
— Is productivity what was
expected?
— Productivity —
« Plan for average engineer

« Do you have some with
outstanding productivity
numbers? Can you utilize

R this to make up schedule?

> o & P @ PP oSS PP

R R |« Maximize the use of your

work force

SWODTT Staffing

A

PSM Conference 19
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Project 2 Schedule

e e e T LT T e I R T R A T Tt e L e e T
SOR SCRE PR R T R
* + * 0
Mmoo\ s L) 1z W
S
e — These are three late requirements
i v v That we were able to accommodate
[T Proj 2 Compressed « Very good estimate
i i;.; « Could make the right engineers available
i1 o Fepi v |
[739 Jesam v _—

TH | Peer Rewews Closed o Pt Fievtorrs Clrned sul im e op ot EFL
w 22
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Formal Product Inspections

-
e, i
e What are Inspections?
« Peer reviews of software, test, and
documentation products during each of the
software development phases

e Why do we perform Inspections?
o Find errors early in the process when errors
are less costly to fix
« Correct non-defects that may lead to
maintainability problems

« Used for process quality control

« Ensure that a quality product is being
developed

e Who is involved with Inspections?

e Customer, TL, STL, SSEs, STEs, Human
Factors, SQA, SCM (potentially any SWDTT
member)

e What type of defect data is collected?

« Time spent on review (prep rate)

« Severity of Defects: Major or Minor IInspections remoyve defects earlier’ and cheaper

e Class: Wrong, Missing, Extra, Unsure

o Types: Clarity, Complexity, Data, and many

0.000 0.200 0.400 0.600 0.800

more
PSM Conference 21 N AV@A I R I
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FORMAL DEFECT REMOVAL
PROCESS

System
Design

Software Inspection

Subsystem
Requirements

Software Inspection

Software

c/ Design
3 data dri Software Inspection
ata driven
checklists Source Code
;.
§ e We use peer review and testing defect data to determine
maturity of product and process control
PSM Conference 22 NAVQAI R ]
| Aooroved for Public Release 265SPR-07.06
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Defect Types

Type

Key Questions

1. Clarity

Does each code block have a unigue label that matches the flow chart?

Do code block comments match flow chart block comments?

Are the scaling comments correct?

Do the routine headers match the routine header template?

Are descriptions in comment fields accurate and complet

Are the comments consistent and com pliant with the v R:Ieasahlllly Guidelines
(Phrase Table)?

2. Completeness |2
22

‘Are any blocks from the flow chan missing from the code?
Does the code implement the desi

Have tags been inserted in Secordanse with the Releasability Guidelines?
(soR atrix)

3. Complexity

4. Consistency

15 the existing module scheme for saving return addresses continued?
Do Jump instruction match flow chart labels’

15 the name of a new SYSPROC in the header and footer (CMS)?

15 the header block’s OPTION field set-up correctly (CMS)

Are parameters modified before being saved:

5. Constraints

Does the code adhere to the constraints identified in requirements and design?

6. Data

Are all data parameters in the parameter database?
Do Store/Load for multiple instructions access correct number of words?
Do parameters of less than 16 bils use the correct mask?

Are the proper temporary (VV xxxx) variables being used?

Did you ensure that the sign bit is not inadvertently overwritten?

Can the data be out of range?

7. Error Handling

15 division by zero avoided?
Is there any truncation during calculation or shifting.

Functional
ity/Logic

“Are literal instructions used when l0ading values less than 16

Are overflow/underflow conditions addressed during calculations and bit shifting
(scaling)?

Are the scale values used during operations correct

Are the register/parameter usage for AYK-14 arithmetic operations correct?

Are there any register conflicts between routines and their callers?

9. Initialization

“Are Initial entry value of registers saved when necessary?
Is the Stack pointer properly initialed before the routine call.

10. Interfaces 101

Are the Registers correctly loaded prior o invocalion of a math subroutine.

11. TBD 111

15 there any portion of the code that has not yet been determined?

12. New/Changed |12
12

Have any new requirements surfaced that have not been addressed?
Has a requirement changed?

13. Resource 131
Management

Has the code been wrillen (0 conserve scarce resources?

14. Standards 4.1

Have all standards been followed?
Does the style conform to policy, process, and procedure?
Have FMS tags followed the Program Package User’s Guide?

15. Testability 15.1

15 the code testable?

6. T ili 161

15 the code traceable to the detailed design?

17. Non Coding 17.1

TS the package content complete?.

« List of Defect types unique

to every phase and
subsystem

¢ Refined by metrics

feedback from past
inspections

¢ Used by engineers to

categorized the defects
found in during Product
Inspections

PSM Conference 23

R-07.06

NAVAFZAIR —

Inspection

Sample Inspection Log
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Defect Type Distribution
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Package Size Table
Prep. Major
Rate (per |Defect
Package Size Unit Size limit hour) Density
Z 2«  Recommended Package size
20 ) by processor by phase
20
* Recommendation is results of

metrics analysis

— Defects/page

— Preprate

— Major Defect Density

* Moderator is responsible for
making inspection pass/fail
determination

— Thresholds are allowed to be
crossed with justification

— Failure requires rework and
re-inspection

PSM Conference 26 M
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* This is a sample from

Project 1 Build 1 CDR
» Plots Defect Density
* Plots Prep Rate

Looking for outliers

— If found need an
explanation why or
should re-inspect

Metrics Analysis

Std Dev From Mean

Project 1 Build 1 Process, Stability

Std Dev from Mean

Normalized Prep Rate

10 15 20 2 20 35 w0 45 50
Inpections in time order

PSM Conference 27
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Defect Density vs Package size
— Very controversial with team

— This dictated a procedural change
to smaller package sizes
— Issues with institutionalization
« Engineers were meeting the
package size
« Packages were too small from the
perspective that the subdividing of
design material was causing
continuity errors to be missed
» Resulted in education that
package size was a guideline and
engineering judgment should be
used to not only make
manageable sized packaged, but
logical engineering segments in
each package

Metrics Analysis

VYW

PSM Conference 28
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Metrics Analysis

° Adequate Prep Rate Defect Density vs Prep Rate
— Helps indicate quality of - -
review P o
— Cancel review if prep rate o .
P
not met S R PR
. ol = Cemrall ]
— Not cost effective to over- N
prep

Review Rate vs Package Size

* Guidelines for prep-rate
were established based
on performance
analysis of previous L T
inspections R

[evies: Rata (pagest)
-38288BE858

R-07.06
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Metrics Analysis

o PrepRale B _Defect Rale

= Defoct Rate — Re-inspect Limit — UCL U-Chart (avg) — LCL — UCL Shewhart(stdey) — Average

R-07.06
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Metrics Analysis

* Root cause analysis

Project 1 Build 1 MC Code Defect Types.

— Cause of most errors o
— What changes can you "
make to “prevent” that type |-
of error s
» Escapes =
— Phase error found in
versus phase error .
introduced A m I
— Can measure errors that =
have escaped from the ®
previous phase g I
— Determine impact of T i R
escapes on quality it
[ECoding Defects W Design Defects|

PSM Conference 31
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Eormal Defect: Remoeva

Exceed
Customer&
Stakeholder

Needs  commitment to Quality
And Continuous
Improvement

Results

Culture

Process
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Process Institutionalization
—  The people aspect is the most challenging
—  Have to earn their buy in and trust

* They perceive metrics as more work —

«  The quality of the data is only as good as
they give you

—  Have to demonstrate how their investment in
providing quality data makes a difference

— Many times charts/progress are only briefed
up the chain to management — absolutely
have to brief charts on a periodic basis to
team to demonstrate

*  What's been measured

* How changes have achieved goal

+ How changes have not achieved goal and
new plan

—  Plan for resistance — but have a vision of
where your measurement plan will lead
your organization

Challenges

Fia- 88 Mission Computer Defect Removal Life Cytle

|| ot a oFpsacy
B Proi B oFP s
| |5 prei e oFRgreaey
W FrojDOFP (1936

. W E!I_ LlI
Sy Gosign

Seftware

- —
et

Eyae “Fient
Crsign _Reai's Tew i Test verTem  Uss

" Code

For example

Peer Reviews were added to the engineering life cycle.
This was perceived by the software engineers as more
work

Peer Reviews added to the lifecycle improved the quality
of the product delivered to the AWL

The payoff came in less integration testing during D&D
and V&V

This graphic illustrates how Peer Reviews impacted
product quality at the end of the product lifecycle and
convinced the engineers to embrace the Peer Reviews
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Defects Found in System
§ Integration Testing
- 0
o X
3 = T
- g
@
5
[
2 Ga)
8 (CXTY)
Proj A rle; B Proj '_
1990 1993 1996

Demonstrated Results

Proj C OFP SAVES $3.6M
578K

422K

$3.6 Million Cost Savings
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» Five Steps

— Education and
Training

— Process
Compliance

— Self-Assessment
and Gap Analysis

— Translation into
Engineering
Concerns

— Improvement
Initiatives

Moving Forward

Make process improvement cultural

Training on Process and [ Self Assessment
Procedures

Ensure Process Compliance

Translate Process and
measures into Engineering
Concerns
Gap Analysis
Process Improvement
(corresponding measurement to‘fﬂ—

validate improvement) ~————

“Steps” must be concurrent
“Steps” must be sustained
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