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Interdependencies Between Physical & Cyber Infrastructures

Requires Convergence of Safety, Security and Dependability

In an era riddled with asymmetric cyber attacks, claims about system reliability 

and safety must include provisions for built-in security of the enabling software

High Reliability and Human Safety Critical Software 
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Cyber Infrastructure:

Critical to National and Economic Security
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Illustrative examples only -- not all inclusive

Cyber Infrastructure represents the convergence of information 

technology and communications systems, is inherent to nearly every 

aspect of modern life



Homeland
Security

Today Everythingôs Connected

When this Other System gets subverted 

through an un-patched vulnerability, a mis-

configuration, or an application weaknessé

Your System is 

attackableé



Homeland
Security

Interdependencies Between Physical & Cyber Infrastructures:

Requires Convergence of Safety, Security and Dependability

-- Need for secure software applications



Software Security Assurance: Not just a good idea

Å Many people responsible for protecting  

most critical infrastructure facilities have 

felt comfortable about  security of their 

systems. 

ï Facilities rely on industrial control 

systems (ICS) -- custom-built suites 

of systems that control essential 

mechanical functions of power grids, 

processing plants, etc -- usually not 

connected to the Internet, also 

known as "air-gapped." 

ï Many industry owners, operators 

and regulators believed that this 

security model provided an infallible, 

invulnerable barrier to malicious 

cyber attacks from criminals and 

advanced persistent threat (APT) 

adversaries. 

Å National Defense Authorization 

Act (NDAA) -- which included a 

focus on software security (in 

Section 932, Strategy on 

Computer Software Assurance) 

-- serves as first cybersecurity

law of 2011 and requires the 

U.S. Dept of Defense to 

develop a strategy for ensuring 

the security of software 

applications. 

Å Software Security Assurance, a 

set of practices for ensuring 

proactive application security, 

is key to making  applications 

compliant with this new law.

ñHow Stuxnet Demonstrates That Software Assurance Equals Mission Assurance:  

The rules of the game have changed,ò by Rob Roy, Federal CTO of Fortify, an HP Company



NRC Regulatory Guidance on Cyber Security

Å NRC Regulatory Guide 5.71, ñCyber 

Security Programs for Nuclear Facilities,ò 

Section C.12 in Appendix C, ñSystem and 

Service Acquisitionò 

ïDirectly relates to current NRC guidance 

on cyber security in the supply chain and 

SDLC of an ICS regulated by the agency.

ï Section C.12.2 ñSupply Chain Protectionò 

control drill down to the vendor level with 

requirements accountability for the RG 

5.71 control baseline (Appendices B&C). 

ï Section C.12.3 ñTrustworthinessò requires 

developers employ software quality and 

validation methods to minimize flawed or 

malformed software; requires all tools to 

undergo commercial certification process

ïSection C.12.5 ñDeveloper Security 

Testingò

See NRC Regulatory Guidance on Cyber Security http://pbadupws.nrc.gov/docs/ML0903/ML090340159.pdf



Understanding the Threat 
and Controlling the Attack

One who knows the enemy and knows himself will not be 

endangered in a hundred engagements. 

One who does not know the enemy but knows himself will 

sometimes be victorious; sometimes meet with defeat. 

One who knows neither the enemy nor himself will 

invariably be defeated in every engagement. 

ƴThe Art of War, Sun Tzu

An appropriate defense can only be established if 

one knows its weaknesses and how it will be 

attacked; thus controlling attack surface/vectors

ƴSoftware Assurance Forum, Joe Jarzombek



The HS SEDI FFRDC is managed and operated by The MITRE Corporation for DHS.
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Exploit
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What is wrong with this picture?If the weaknesses 

in software were as 

easy to spot and 

their impact as 

obvious asé



Security is a Requisite Quality Attribute:
Vulnerable Software Enables Exploitation

Á Rather than attempt to break or defeat 
network or system security, hackers are 
opting to target application software to 
circumvent security controls.

Ç 75% of hacks occurred at application 

level 

ïñ90% of software attacks were aimed at 
application layerò (Gartner & Symantec, June 2006) 

Ç most exploitable software vulnerabilities 

are attributable to non-secure coding 

practices (and not identified in testing).

Á Functional correctness must be exhibited 
even when software is subjected to 

abnormal and hostile conditions

Software 
applications 
with exploitable 
vulnerabilities

Software 
applications 
with exploitable 
vulnerabilities

SECURITY 

In an era riddled with asymmetric cyber attacks, claims about system reliability, 
integrity & safety must include provisions for built-in security of the enabling software.



Critical Considerations

Software is the core constituent of modern products and 

services ïit enables functionality and business operations

Dramatic increase in mission risk due to increasing:

Á Software dependence and system interdependence (weakest link syndrome)

Á Software Size & Complexity (obscures intent and precludes exhaustive test)

Á Outsourcing and use of un-vetted software supply chain (COTS & custom)

Á Attack sophistication (easing exploitation)

Á Reuse (unintended consequences increasing number of vulnerable targets)

Á Number of vulnerabilities & incidents with threats targeting software

Á Risk of Asymmetric Attack and Threats

Increasing awareness and concern

Software and the processes for acquiring and 
developing software represent a material weakness



Defects

Intentional
Vulnerabilities

Unintentional
Vulnerabilities

Note: Chart is not to scale ïnotional representation -- for discussions

Software Assurance Addresses Exploitable Software:
Outcomes of non-secure practices and/or malicious intent

EXPLOITABLE SOFTWARE

Exploitation potential of vulnerability is independent of ñintentò

* Intentional vulnerabilities:  spyware & malicious logic deliberately imbedded (might not be considered defects)

Malware

óHigh qualityô can 

reduce security 

flaws attributable 

to defects; yet 

traditional S/W 

quality assurance 

does not address 

intentional 

malicious 

behavior in 

software



ñIn the digital age, sovereignty is 

demarcated not by territorial frontiers 

but by supply chains.ò 

ïDan Geer, CISO In-Q-Tel

Enterprise Risk Management 

and Governance are security 

motivators

Acquisition could be considered 

the beginning of the lifecycle; 

more than development

Software Assurance provides a focus for: 

-- Secure Software Components, 

-- Security in the Software Life Cycle,

-- Software Security in Services, and  

-- Software Supply Chain Risk Management

IT/software security risk landscape is a convergence 

between ñdefense in depthò and ñdefense in breadthò



Acquisition 

Program

Supplier

ñSupply chain introduces risks to American society 
that relies on Federal Government for essential 
information and services.ò

30 Sep 2005 changes to Federal Acquisition 
Regulation (FAR) focus on IT Security

Focuses on the role of contractors in security as  
Federal agencies outsource various IT functions.

ñScope of Supplier Expansion and Foreign Involvementò graphic in DACS www.softwaretechnews.com Secure 

Software Engineering, July 2005 article ñSoftware Development Security: A Risk Management Perspectiveò synopsis 

of May 2004 GAO-04-678 report ñDefense Acquisition: Knowledge of Software Suppliers Needed to Manage Risksò   

*

http://www.softwaretechnews.com/


Risk Management (Enterprise <=> Project):
Shared Processes & Practices // Different Focuses

Enterprise-Level:

Á Regulatory compliance

Á Changing threat environment

Á Business Case

Program/Project-Level: 

Á Cost

Á Schedule

Á Performance

Software Supply Chain Risk Management 

traverses enterprise and program/project interests



25 Mar 2010 DoD Directive-Type 
Memorandum (DTM) 09-016 �t
Supply Chain Risk Management to 
Improve the Integrity of 
Components Used in DoD Systems 


