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Risk is.....

the implication of uncertainty.
the differences that exist between means & ends.
a hypothesis about future problems.

the amount that can be afforded to be lost.

the potential for realization of unwanted, negative,
consequences of an event.
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The Risk Calculation

Expected Value = Likelihood * Consequences
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Causation

l e | ack of Information

e L ack of Time
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Requirements

e Discli plined Decision Makin g

e Systemic & S ystematic Processes
e Continuous Mana gement of Risk
e Continuous Risk Mana gement

 Embracin g a Risk-Takin g Ethic




Axes of Operations

Process
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Context

Tailoring

Perspective
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Risk Management Changes With Need
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Domains of Interest

Business Environment
Application Domain

Wider
Environments:
Legal,
Economic,
Etc.
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Evolutionary Spiral Process Management Cycle

1. OBJECTIVES, 2. RISK ANALYSIS
ALTERNATIVES, & AVERSION
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SEI Risk Mdnozgement Process
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A. PRODUCT ENGINEERING
1.REQUIREMENTS
a. Stability
b. Completeness
c. Clarity
d. Validity
e. Feasibility
f. Precedent
g. Scale

2. DESIGN
a. Functionality
b. Difficulty
c. Interfaces
d. Performance
e. Testability
f. Hardware
g. Non-Dev. SW

3. CoDE & UNIT TEST
a. Feasibility
b. Testing
c. Coding/Implem.

4. INTEGRATION & TEST
a. Environment
b. Product
c. System

5. ENGINEERING SPEC.
a. Maintainability
b. Reliability
c. Safety
d. Security
e. Human Factors
f. Specifications

B. DEv. ENVIRONMENT
1. DEV.PROCESS
a. Formality
b. Suitability
c. Process Control
d. Familiarity
e. Product Control

2. DEV. SYSTEM
a. Capacity
b. Suitability
c. Usability
d. Familiarity
e. Reliability
f. System Support
g. Deliverability

3. MGT. PROCESS
a. Planning
b. Project Org.
c. Mgt. Experience
d. Prog. Interfaces

4. MGT. METHODS
a. Monitoring
b. Personnel Mgt
c. Quality Assurance
d.CM

5. WORK ENVIRONMENT
a. Quality Attitude
b. Cooperation
¢. Communication
d. Morale

Taxonomy-Based Risk Identification, CMU/SEI-TR-6, June 1!

SEI Software “Risk” Taxonomy

C. PROGRAM CONSTRAINTS

1. RESOURCES
a. Schedule
b. Staff
c. Budget
d. Facilities

2. CONTRACT
a. Type of Contract
b. Restrictions
c. Dependencies

3. PROG. INTERFACES
a. Customer
b. Assoc. Contract.
c. Subcontractors
d. Prime Contractor
e. Corporate Mgt.
f. Vendors
g. Politics

Key

Class
Element
Attribute
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SEI Taxonomic Approach

PRODUCT ENGINEERING
1. Design

d. Performance
[Are there stringent response time and/or throughput requirements?]

[22] Are there any problems with performance?
* Throughput
» Scheduling asynchronous real-time events
» Real-time response
* Recovery timeliness
* Response time
» Database response, contention or access

[23] Has a performance analysis been done?
(Yes)23.a)What is your level of confidence in the performance analysis?

(Yes)23.b) Do you have a model to track performance through design and
implementation?




Software Failure Assessment

External Rlsk Assessment

- « l[dentify hazards

« Estimale loss

+ Define accident scenados & fallure modes

'

Modiule EXposure

= lIdentify softvare failure modules
= « Reverse-engineer specifications
- Estimate module use
- Assess module exposure

Module Fallure Likellhood
« Estinate parameters
+ Estimate module use = —
= Apply softvare-reliability model

Module exposure % expected number of failures

Module risk =

Design Changes,
Use Changes

Environmental Changjes

Test & Use Information

Susan Sherer, Software Failure Risk, Plenum 1992



Seek out potential
problems
Control
Provide feedback
Monitor Proactive
Decision
It rocess

Implement the
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|d the nature of the
potential problem

Arepunog uoisioaq

Assess alternatives
& consequences

‘ Select a solution
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Management of Risk vs. Risk Management

Enemy Tanks Suspected SAM

Management of Risk Risk Management
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Risk Management & PSM

Cooperation, Coordination & Symbiosis

Issue ldentification
Referent Definition
Coupling Recognition
Symptoms vs Causes
Information Monitoring




Essential Risk Management

Controllin g risk does
not deal with future
decisions, but the
future of present
decisions.
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