Practical Software and Systems Measurement

Workshop Agenda
Wed 26t July 2:15 — 5:30 (break 3:45 — 4:00)

2:15 Overview of progress

2:30 — 3:15 De-Brief of DHS NSCD workshop
20thJuly 2006

3:15 — 3:45 Security Measurement Fundamentals

4:00 Break-Out 1: Review ICM Table and distil to a
minimum generic set of measures, applicable to
‘any’ specialist domain

5:15 Report back
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Objectives of Workshop

* Discuss ICM Table distillation down to a ‘generic
essence’ for security

» Discuss process/tasks to apply generic measures
to a particular domain (‘instantiate’ the generic
table) — take sw devlpt process as example
domain (or other if preferred)

* Planning for development with specialists:
- Map of relevant domains
- How to engage efficiently and effectively
- Relationships between domains
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Measurement Fundamentals

« PSM and ISO/IEC 15939:2002
Measurement construct
Measurement process

ICM table

Measurement specifications

 Measurement theory
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Measurement Construct

What is needed to be
known?
Information Needs Measurable Concept |::> Measurement Construct
Model - -
Stakeholders, Enforma{lon Needs‘J Enformanon Needs }

Goals, I:l Informaton Product ;I

Action scopes
What property is to be Interpretation
measured?
What are the generic
concepts involved?

Measurable security Indicator

coneepts Analysis Model
i

Conceptual Model Y

of Security

Derived Measure

What are the measurable entities
in security practice?

Measurement Function

Representative
Security Practices

Measurable entities in
security processes Base Measure

Measurable

Entities Model

Measurement
Target System

What types of systems are
to be measured?

Measurement Method
Entit Entit;
[ ' } [ ym

Measurable entities in
security products
July 2006

PSM 4




Practical Software and Systems Measurement
Issues Arising in Security

e multiple specialties — varying ‘semantics’ — many
types of measurements

e security is an emergent property —involves both
technical and behavioral systems

+ layered, dynamic, complex systems — decision-
making agents at different levels
e concern about assurance and validation
- How do we validate a measurement construct?

» threat environment changes; need ‘flexible’
constructs that respond to changing information
needs

» security is acomplex issue - will be contested at
organization/ society level
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Views of Security

Scientific, ‘impersonal’ view:
» what are the undesired events?
e what are the threats, vulnerabilities, damages?

* how dependable is the system or service — to what extent
can it be trusted?

 how can measurement principles, methods, tools be used
to support the achievement of acceptable levels of these
risks and to provide assurance?

Behavioral, ‘policy’ view:

e how is risk distributed —who is exposed? who pays for
damage?

* who decides on mitigation actions? who pays for
mitigation?

* how can measurement principles, methods, tools be used
to support the agreed policy, achievement of agreed policy
outcomes?
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Acquisition
Organizations
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Organizational-Technical Context?!

Operations & Maintenance Organizations

Development
Organizations
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‘ Internet ‘
Mobile,
Ubiquitous
Systems User data
\ Enterprise data /
User Interfaca Utilitias -~
Large Scale 1 Ganeral purpose applications
S t 'r MNatwork protocol stacks E
yS (=i -:I \ Operating system ufilities / c
a8 \ Operating system kermals -
 — A Firmwars A
Embedded <] Complexity — Assurance | ¢
Systems and size e And Design
functions Formalism
Source: Ronda R. Henning
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Organizational-Technical Context?

‘Threat Environment

threat agents

]

Developer
Organization

Project Management

Engineering
Development
Processes

Security Engineering
Processes

Initial delivery

Operator Organization

[ OPERATIONS ENVIRONMENT | [

INFORMATION ENVIRONMENT |

INTERNET INTERFACE |

[_APPLICATION DOMAIN SYSTEM

[ ENTERPRISE PHYSICAL ARCHITECTURE |

[ USERDATA |
[ENTERPRISE DATA |
USER INTERFACE UTILITIES |

CONTROL SYSTEM |

NETWORK PROTOCOL STACKS

| CONTROL SYSTEM COMPONENTS |

NETWORK ARCHITECTURE

USER APPLICATION SW

[PHYSICAL ENGINEERED SYSTEMS ||

PHYSICAL ARCHITECTURE |

[ COMPUTER ARCHITECTURE

OS UTILITIES

[ OPERATING SYSTEMS, KERNELS |

service
failure

RMWARE

pi

E [
[ PHYSICAL PACKAGING, THERMAL, EMC, POWER |

(e

MOTHERBOARDS service >
MICROPROCESSORS

Maintenance Support services ‘ ‘

Technical
System

PROCESSOR FUNCTIONS |

[ LOGICGATES |

[ PHYSICAL COMPONENTS |

PHYSICAL ELECTRONICS |

Technical System
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What is Security?

Operational Environment
@faults
dependability,
security
System System
(Provider) (User)
failures IZ:>
faults |::>
service interface use interface

Definition | Dependability (of a system delivering a service)

1 The ability to deliver a service that can justifiably be
trusted (implies that accepted dependence has to be
justifiable)

2 The ability to avoid service failures that are more

frequent and more severe than is acceptable (implies
criteria for deciding whether a service is sufficiently
dependable)
[Avizienis, A., et al., Basic concepts and taxonomy of dependable and secure computing,
IEEE Trans. Dependable and Secure Computing, 2004 1(1): p. 11-33]
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Aspects of Security

Security Property | Associated Types of Service Failure
of a System

Confidentiality unauthorized disclosure of information

Integrity improper/unauthorized system alterations

Availability service unavailable in a correct form, when
required

Authenticity a user not identified correctly — not who they
claim to be

Non-repudiability | a neutral third party is unable to decide if a
particular transaction or event did or did not
occur

[Avizienis, A., et al., Basic concepts and taxonomy of dependable and secure computing,
IEEE Trans. Dependable and Secure Computing, 2004 1(1): p. 11-33]
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Faults, Errors and Failures

» A service failure implies that the provider system’s external states
deviate from the external states associated with the provision of a
correct service. This deviation is called an error

* The adjudged or hypothesized cause of an error is called a fault.
Faults may be located within the provider system and/or in its
environment

Provider System ‘ ‘ User System

S T S e S T S T

activation propagation ‘ ‘ causation

* ‘Reducing’ failures, means ‘reducing’ faults and effect
propagation paths
[Avizienis, A., et al., Basic concepts and taxonomy of dependable and secure computing,

IEEE Trans. Dependable and Secure Computing, 2004 1(1): p. 11-33]
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Threats, Faults and Failures In
Organizational Context

threat agents Threat Environment
{T; (pi, cap)}
Ej attack sub-goal
: failures
service
" Fi (pi, sev;
ertor e tailure {F: (01, sev)}
— — htoeS
fault fault |::>
Technical Software-Intensive System Technical Software-Intensive System service
Developer System Provider System User System
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Achieving Security

» Security properties are emergent properties of
systems — security is achieved by a combination
of many things

technical sw, hw, systems, networks, organizational

* Improving security means reducing the number
of service failures we are concerned about,
and/or reducing the severity of failures; and
providing justifications for claims that we have
achieved improvements (assurance)

* What are the main ways security is improved?
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Horizontal Slice: improving
performance of a specialist practice

‘Threat Environment threat agents |:| I:l ‘

Developer Organization Operator Organization

‘ Project ‘

Sw Engineering Development Process

[ USER APP SW

[USER APP SW | \ USER APPLICATION SW \
service

‘ failure

LN D

‘ Initial delivery
Value
addeds

Maintenance Support services

Security Engineering Process

Rules

L1

Practices

Faults

service

Technical System Technical System
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‘ Threat Environment

threat agents
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Vertical Slice: improving performance
of a particular system

L]

Developer

Operator Organization

SYSTEM SECURITY

Organization

OPERATIONS ENVIRONMENT

[__INFORMATION ENVIRO

INTE
APPLICATION DOMAIN SYSTEM

SIET INTERFACE

Project Management ‘

[ |
ZAINTERPRISE PHYSICAL ARCHITH

Engineering
Development
Processes [

USER DATA |
[ENTERPRISE DATA
USER INTERFACE UTILI

CONTROL SYSTEM
[ [CONTROL SYSTEM COMPONENTS

o
NETWORK PROTOCOL {JIACKS

RISK, ASSURA

Security Engineering
Processes

NETWORK ARCHITEC] E RE

[PHYSICAL ENGINEERED SYSTEMS %

USER APPLICATION[ZS

Initial delivery

%

Maintenance Support services ‘

Technical
System

PHYSICAL ARCHITECTURE |
COMPUTER ARCHITECTURE [€}

[ OSUTILITIES |
RATING SYSTEMS, KERNELS |
[ FIRMWARE =
AL PACKAGING, THERMAL, EM(ES
MOTHERBOARDS
LOGIC GATES

POWER |

AGGREGATION

[ PHYSICAL COMPONENTS

PHYSICAL ELECTRONICS |

Technical System

pil

service
failure

service >
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Aggregation of risk, allocation of trust

Requirements

Threats

Layer 1

Services
Managed ‘ ‘ Emergent Properties
Performance at Integrated
Integrated System
System Level
|::> ‘ Services
]

i

Residual Failures
Fault models
Likelihood
Estimated Severity
Uncertainty
Assurance
Mitigation support
options

Cost curves

Services

Managed

Performance at
Layer 2
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Value/Cost Trade-offs
Ei:ﬂ: system v

Sibling systems

\ ” N
‘Horizontal’ — |
measurement:
Management of risks
internal to ‘generic’
practice Sub-components
‘Vertical’ measurement:
Management of risks external
to system (imported, exported)
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Prospective and Retrospective Views

Retrospective: more time to analyze, certainty that a particular scenario
unfolded (may still be uncertainty about causes & effects), aggregated
performance is measurable

Prospective: less time to analyze, uncertainty about scenario,

ag g reg at on Threat Threat Threat
environment environment environment
Organization Organization Organization
Technical System service Technical System service Technical System service
Comp It ﬁ Components ﬂ Comp It ﬂ
Now
t past +«— t — future t
I I I time
Past security performance: Current performance: direct Future performance
aggregated outcomes directly measurement of events at estimated on basis of past
measured e.g. losses aggregated and detailed performance and security
sustained, intrusions detected levels; aggregated outcomes

actions: analytic aggregation
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Life History of an Anomaly

Residual
Risk, Objectives,
Assurance | Accountability
Decision-Making
Agent
the interpreted World
System, service
Model

Definition of normality
Domain theory
[ Tools, Automation |

Observation

1 Residual Failure Risk 1 Accept
[ Attention, readiness | [ Sensitivity ] Msmt 2 Assurance 2 Reject
3 Continue
‘ Awareness ':N Detection ':N Interpretation ':% Action Response ':N Assessment ':% Decision
Threat [ Anomaly removal |——»[ Practice modified |
Environment I
Risk Mitigation |- [ Planned, treated as
non-normal
Threat defense
Developer System Product defense’
Ops defense Planned, treated as
X Assimilation in practice/ | | normal, viewed as
Provider System process performance/
effectiveness
Rules, legalization
User System
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Awareness
Detection
Observation
Measurement
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Decision Maker Model

time —»

Decision-Making Agent
Purpose, Goals
Responsibility
Accountability
Self-aware/ double-loop

3C

the Interpreted ‘World’

Categorize

Interpret

Model, Theory
Past: Explanation
Current: Description
Future: Prediction

Actions

Entities
Events

States, Services
with attributes

Workspace

L[]

Means
Ends, Outcomes
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